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Jeopardy vs Boot to Root



Training platforms



Writeup
A first approach













I’m in 













https://gtfobins.github.io/



Active Directory



Tools



Automation

● SQLMap
○ Addio SQL Injection a mano!

● Nmap
○ Lo sai già

● Bloodhound
○ Enumera e analizza un ambiente AD

● LinPEAS / WinPEAS
○ Privilage escalation

● pSpy
○ Spia i processi all’interno della macchina

● Katana
○ Automatic ctf solver..



FUZZing!

● Gobuster
○ URIs, DNS, Virtual Hosts, Amazon/Google 

buckets, TFT Servers
● Feroxbuster

○ URIs ricorsivi
○ Rust

● DIrb
○ L’internet explorer dei directory scanner
○ GUI con Dirbuster

● Wfuzz
○ FUZZ everything on the web!



Misc

● Chisel
○ Port forwarding, SSH tunneling

● Impacket
○ Suite di script per diversi protocolli 

WIndows
○ Kerberos, LDAP, SMB, NTLM, NetBIOS etc

● Metasploit
○ Framework di exploit pronti all’uso
○ Lamerata

● BurpSuite
○ Proxy, Repeater, Decoder, Fuzzer, Spider



Metodologia



Certificazioni

● OSCP
● CompTIA Pentest+
● CompTIA Security+
● CEH
● HTB Certifications
● E molte altre!
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